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MailEnforcer 3.2 Core Features

Email Security
Anti-Virus
End User Management
Data Leakage Prevention

Google Map Reports

Advanced Functionality
SQL Reporting

Business Intelligence

New Features

Support for VMware ESXi
End User White/Black Listing
Kaspersky AV Integration

Backscatter Filtering

Social Networking Control
Divisional Management
Improved Antispam

Phishing Filter

Multi-Vendor AV Support

WBRIDGE®

MailEnforcer 3.2 delivers advanced Email Security functionality
to organizations of all sizes that place a premium on Security and
Deployment Flexibility (Virtualization, Appliance, Software or Cloud).
Executives will find a full set management tools to provide visibility
to oversee employee productivity, compliancy to organizational
policies, social networking controls, and prevent loss of intellectual
assets. MailEnforcer provides a solution that is easily managed,
flexible, budget friendly, and works seamlessly with your existing
mail infrustructure (Exchange, Novell, or Sendmail).

Virtualization of Email

MailEnforcer 3.2 does something
that you won't see with any other
email security and management
solution on the market. The option
of complete deployment flexibility
within your organization. You
choose where to deploy and we’ll
be there to assist help. No hard-
ware to retire in 3 year, no new
licensing agreement, no hassel.
As for future developments in
virtualization, we will support what
customer demand, for example
we now support VMware ESXi.

Business Intelligence

MailEnforcer 3.2 is built with your
business in mind, not just security.
As the current business climate
has shown us, no point getting
excited about blocking 99.6% of
spam, while your staff spends

half their work day social net-
working. Management needs
improved visibility into their

staff productivity.

Email Security on a budget

MailEnforcer 3.2 allows you to
significantly reduce your cost of
securing your email infrastructure
from spam, viruses and malware.
In addition your license is portable
so you have the flexibility to deploy
MailEnforcer either as VMware,
Software, SaaS, or Appliance.

* Reduce your IT Budget for Security

* Choice of low Cost Commercial
Antivirus or Open Source AV

e Subscription based Licensing

e Licensing isn't tied to hardware

64 Bit Native Design

If your current vendor doesn’t mention

64 Bit, it's likely your solution is coded

in 32 Bit. This wasn'’t an issues several
years ago, but with major MTA'’s like
Exchange making the move to 64 Bit

as well as hardware vendors this is an
important consideration moving forward.
64 Bit means faster performance, better
memory allocation, and compatibility with
the next generation MTA’s and hardware.

“MailEnforcer has really enabled us to get rid of the spam,

not just manage it,”

Skip Covell
President and CEO
The Arc of San Diego
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range of integration and custom-
ization tools providing a complete
framework to meet your organiza-
tions specific security and man-
agement  requirements.  With
MailEnforcer 3.2 we meet your
needs, not the other way around.

Deployment Options

Whether configured, customized,
or completely unmodified, you can
exercise your option to deploy on
the computing environment that
best meets your security, standard,
compliance, and budgetary
requirements. DrawBridge Software
offers a wide range of deployment
options including VMware, SaaSs,
Software or Appliance.

Open Integration

MailEnforcer  recognizes that
integration with your core systems
is a key success factor in your
deployment success. Our Quick
Start Wizard allows you to easily
configure MailEnforcer with a wide
range of MTA's, including Micro
soft Exchange, Novell, or Send
mail. In addition, you can import
existing email groups via our
LDAP wizard, then by using our
new Division Management
feature, you can allow department
heads to manage their own
groups. You can also implement
powerful management tools using
our Divisional Management
feature.

Custom Reporting

MailEnforcer 3.2 generates a
wealth of information for adminis-
trators, executives, and employ-
ees. Managers can choose from
standard reports or create unique
auto-generated reports on a set
schedule. All reports are easy to
generate, and require no experi-
ence with Oracle. Just use our
templates to create reports to
reveal the exact information you
need. Customized reports can be
easily generated to show relevant
data you are looking for and can
be sent automatically to depart-
ment heads or end users as pdfs
on a scheduled basis or on the fly.

Cost Effective Innovation

MailEnforcer is consistently recog-
nized for delivering an easy-to-
use, feature rich solution at an
attractive price point. MailEnforcer
3.2 continues this legacy by offer-
ing new features, including:

* Advanced Reporting displays

customizable reports in pdf format.

e Access Control allows informa-
tion to be shared/restricted based
on user credentials.

* Advanced Pattern Detection
prevents Spammers from using a
mix of characters, and numbers
to get around your email security.

e Division Management allows
your IT Manager to distribute less
critical management tasks to
divisional heads or departments,
freeing up their time for more
important tasks.

o Image Filtering presents
image- based spam from getting
to end users; this powerful tool is
just one of the latest tools for com-
bating the next generation of
spam.

e Spam Suspector offers a
unique approach to fighting spam
by looking at its composition, not
just its content.

e Commercial vs. Open Source
Anti-virus option isn't something
you're going to see from other
commercial vendors, but it reflects
our commitment not only to your
security needs, but your budget-

Enterprise Performance

MailEnforcer 3.2 is built on a
native 64-Bit modular architecture,
which not only supports the
fastest, most cutting edge server
technology, but does so within
your deployment, and budgetary
expectations. MailEnforcer  will
grow with your organization; no
need to worry about migrating to
64-Bit hardware from legacy (32-
Bit) servers or worrying about
escalating subscription or upgrade
costs.
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MailEnforcer 150/500/750 Appliance

Designed for companies who view their internal mail infrustrature as too valuable to entrust to a hosted service
or they just like the idea of a hardened appliance solution this Quad Core 64 bit solution offers exceptional value
for the money. In addition to offering the same easy to manage interface of our software or VMware solutions
our MailEnforcer appliance comes in a wide range of storage options for small, medium or large organizations.

MailEnforcer VMware, Software or SaaS

Finally, for customers who demand deployment choices, we offer a wide ranges of deployment options including
MailEnforcer VM, MailEnforcer Software or MailEnforcer SaaS. If a software vendor tells you that there is just one
way to deploy software, it is more about their business model than your organization’s requirements.

(5 vmware Vo ol o

Deployment VMware Server or ESX Server Customer provided server Rack/1U
Processor(s) Intel 64 bit Xeon or AMD64 Intel 64 bit Xeon or AMD64 Intel Xeon 4 Core E5345 2.33GHZ
Standard Memory 2GB 2GB 4GB
Max Memory 16 GB 16 GB 16 GB
Max Internal Drives | Customer Dependent Customer Dependent Hot Swappable (2 or 4)
HD Controller SCSI (VMware ESX Requirement) SATA or SCSI SATA (RAID 1 or 10)
Storage Customer Dependent Customer Dependent 150/500/750 GB
Connectivity Dual integrated 10/100/1000 Ethernet = Dual integrated 10/100/1000 Ethernet = Dual integrated 10/100/1000 Ethernet
Interface Web Interface via HTTP/HTTPS Web Interface via HTTP/HTTPS Web Interface via HTTP/HTTPS
Performance Dependent upon performance of Dependent upon performance of Over 5 million emails per day with

custormer’s hardware custormer’s hardware average size of 15K

DRAWBRIDGE®
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FEATURE SUMMARY

Spam Management

e Cloud Filter (CF)

» Advanced Pattern Detection

* OCR Image Translation

e Spam Suspector

* Web Link Download

e Spam Meter

» Real-Time Black Hole Lists
(RBLS)

* Word Matching

* Reverse DNS Lookup

Virus Management

» Kapersky Anti-Virus

e Clam Anti-Virus

» Advanced Virus Detection
* File Type Detection

Division Management

e Global Administration

e Customizable Local
Administrators

 Division Separation

Migration

e Quick Start Wizard

e LDAP Import Tools

* Pre-configured Database

Integration

* Works with all MTA's

(Exchange, Novell, Sendmail)

* Built-in POP3 Server
» Easily configured with your
Firewall

Deployment

* VMware Server or VI3
e Appliance

e Software

e SaaS

End User Administration

» Automated User Defined
Allow Lists
» Automated User Defined
Deny Lists
e Customizable Spam Summaries

Reporting

» Google Map Reports
e Auto Distributed PDF Reports
» Customizable Grouping

Security

* 64-Bit Oracle Linux
* 64-Bit Oracle Database
e Secure Web Interface via SSL

Support

e Phone

e E-mall

e Instant Messenger

« Active Health Monitoring

P.O. Box 130851 ¢ Carlshad, CA 92013 « T 1.760.481.9433 « F 1.800.886.3760
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